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Attachment 2
Hand Totaled Canvass Results
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Montr. _e County — Offi cial wm__o* — zo<m3_oo.. 07, »..Lm

Pagea of &

‘Total Number of Voters : 4,886 of 0 = 0.00%

" Party Candidate _”
Attorney General, Vote For 1 :
DEM Fern O'Brien ‘ _ 3865
'REP John Suthers 7436
us Dwight K. Harding 639
1 B
Cast Votes: L 11940
Over Votes: - 0
Under Votes: {e S
| Regent of the University of Colorado-At Large, Vots _noq 1
DEM Stephen C. Ludwig 3348
REP Brian Davidson L343
LiB Daniel "Jeffersonian” Ong 43a.
AME Douglas "Dayhorse™ Campbell 575
UNA Marcus C. McCarty . 444y
CastVotes: =~ /[as7
Over Votes: Y
Under Votes: i34
W¢na=~ of the University of Colorado Congressional District u .
DEM Susan A, Hakanson - ”. e !
. REP Tilman “Tilie" Bishop . T840
. CastVotes: . ‘. l__ 15014
Over Voles: - " !
Under Votes: . - o /6 Mb
State Senate - District 6, Vote For { o
| DEM James Isgar B9
|- REP Ron Tate . ; 328
CastVotes: - = /2074
Over Votes: D
Under Votes: 584
m.mno mov_dne:nma«a - District 68, Vots For 1 A .
- REP Raymond J. Rose [ 8247
' .DEM - Brian John Ahemn 29755
- Cast Votes: - ” /aosa
Over Votes: . i
‘Under Votes: | 5649
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_<_o_.; se County — OEo_m_ Wm__oﬁ — November 07, 2006
Page 30f 9

- Total Number of Voters : 4,886 of 0=0.00%
| Party Candldate

County Commissioner - District 2, Vote For 1 R .
DEM Bob Connor - HGYR . L~ W/M mO
REP GaryElis 7202 mﬂmﬂumn%

CastVotes: | / m \hﬁ ¢GA§N]-, (330
CQver Votes: - ; . : i - GRS
Under Votes: R QE.\ . , ,ﬂrﬁ( M aF 31 P.mm
County Clerk & Recorder, Vote For 1 - ' . wmﬁﬂm.‘m?ﬂ : |
- DEM - Regina Sowell . - o6y :

REP Fran Long s NE N ¥ 1)
. ‘Cast Votes: Jap18

Over Yotes: - §
Under Votes: . . 55 kS

h County Treasurer, Vote For 1
REP Rosemary M. Murphy : . L 0132
, Onm_n<08a,"p {0133 .,,
Undervotss: 2490
M County Assessor, Vote For 1 J , .
| REP Brad Hughes o aso
. CastVotes: . | 9870
Over Votes: .

* UnderVotes: | 2702_

" County Sheriff, Vote For 1

REP  RickiDunlap . . . PR g135
. DEM . ° AndrewMajor =~ ] 2762
- ROBERT <<>5><mzas 1450

12847

£




_sa.::_.omr‘ ounty — Official Ballot — November 07, 200
Page{ of 9

- Total Number of Voters - 4,886 of 0 = 0.00%

Party _ Candidate = :
County Col

roner, Vote For 4

REP Tom Canfield

UNA Michael "Duke” Richardson

a6is

3228

Cast Votes: ' .:Mmm

0<2 Votes: -
Under Votes: . - . 73

Shall Judge Russell E. Carpareiii of the Colorado Court of

T A

b g4l
3388
10234

3
2335

7
3407
16199

2

a8
6 591
3554
Jot 4%

s

b i52
4057

10299
i

YES
NO
Cast Votes:
Over Votes;
Under Votes: .
| Shall Judge Janice B, Davidean of the Colorado Court of / -
YES ,
NO
Cast Votes: .
Over Votes:
Under Votes;
w Shail Judge Alan M. Loeb of the Colorado Court of Appeal,
, YES :
NO -
Cast <osm“_. A
Over Votes: - -
Under Votes:
Shall Judge Jose D.L. Marqusz of the Colorado Gourt of A
YES
NO
. - Cast Votes:
Over Votes:
Under Votes: !

& 3ba
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Montr. . County — Official Ballot — November 07, 2006
Pagesof 9

Total Number of Voters : 4,886 of 0 = 0.00%

, _ Party _ Candidate
|

- Shall Judge Robert M. Russei of the Colorado Court of Appe

YES ‘.m.m.w.m
NO _ 3374 \ ,
Cast Votes: - .M.\D 144 . ¢@ ﬂ(/ tﬁl.»UWA _va
Over Votes: { e\ X\ Or
‘Under Votes: .. . . 2427 g m\Oﬂm‘A B
Shall Judge John J. Mitchel of the Montrose County Court be'
YES : - 7407
NO : - 35206
Cast Votes: S o 933
Over Votes: L /
Under Votes: “ 138
| STATE OF COLORADO, Vots For 0 Jw
No Candidate for Race i .
- CastVotes: L o
” Amendment 38, Vote For 1 _ !
YES ' 35 38
NO . 8395 .
Cast Votes: T 148 uu.sw
Over Votes: .~ |
c._M_‘u.H <usn , _ &35
Amendment 38, Vots For 1 : L
YES 44iq
NO v 1 Tedy
CastVotes; | 12063
OverVotes: .~ | 4
Under Votes: S507
Amendment 40, Vote For 1 1__
YES | sdig
'NO - LGe%?
, CastVotes:. | /2087
OverVotes: . © | /
Under Votes: - - _ A gt



. Mor " hse County — Official Ballot — _z°<m.._:_um_. Swz ‘ucm
| \ Page ¢ of 9

.- Total Number of Voters : 7,375 of 0 = 0.00%
. Party Candidats

Amendment 41, Vote For 1 '
YES . 7337
NG Y Y4706
Cast Votas: Jd643
Over Votes: ¢
Under Votss: 5% S e
Amendment 42, Vote For 1 R wmg/WA
YES /P A
NO : : st ,
Cast Votas: ! a3977
-
Over Votes: .
c:uu.. Votes: ard o
Amendment 43, Vote For-{ , , .
YES . . ¥so8
NO . 386
, Cast Votes: 12 3064
Over Votes: {
Under Votes: 199
Amendment 44, Vots For 4 , (
YES _ 3485
NO - : 8 8dd -
 Cast Votes: - 12329
Over Votes: i
. . Under Votes: ada
Referendum E, Vote For 1 .
YES qa4%
NO A8F I
Cast Votes: {2{%0
Over Votes: /
Under Votes: gy
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Monuose County — Official Ballot — November 07, .006
Page7 of

- Total Number of Voters : 4,886 of 0 = 0.00%
| Pany Candidate w

Referendum F, Vote For 1 . )
YES Y ) -
NO _ - weo m.mm /m mﬂv
| CastVotes: /1475 R W2 W6
-+ Over Votes: 0 ‘ ZO< A K
: Under Votes: . = ;947 - . S
, ; . Wrﬂ.f ROl
| Referendum G, Vote For 1 . : P RY OF S .&,m
YES | S 1%ea SECREIARY®
NO _ 3831
Cast Votas: 193
Over Votes: |
Under Votes:. . g qw\
; Referendum H, Vots For 1 ) ,
YES v L 5125
NO * Lid!
Cast Votes: - T R-174
Over Votes: m )
Under Votes: | C 704 o
,,w&oqonn::.. I, Vote For 1 ‘ . . o . ¢
YES B 361!
NO PR . . . i W«\g
, CastVotss: ‘| ;2220
Over Votes: = | 3
, , Under Votes; | 344
% Referendum J, Vote For 1 - ,A . _H ,
YES | | S 4932
NO . o . 7034
. o Cast Votes? _ /11966
Over Votes: | 3

Under Votes: | 03
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_so:: ) County — Official Baliot —

Pageg8of 9

Total Number of Voters : 4,886 of 0 = 0.00%
| - Party Candidate o

Refersndum K, Vote For 1 :
YES . L 736d
NO feS3
Cast Votles: ol
Over Votes: | oL

Under Votes: | 55(,
MONTROSE COUNTY BALLOT ISSUE 1A, Vots For {

YES 1 RYSS
NO : . 2487
CastVotes: ' /1942
O<o_.<o.§-. ; ]

Under Votes: _, 29

- CITY OF MONTROSE REFERENDUM 24, Vot For 1 |

|
1

FOR THE MEASURE L 3496

AGAINST THE MEASURE e e
CastVotes: . O/0 u\
Over Votes: 4§

Under Votes: . 34/
| 4.0<<Z OF OLATHE BALLOT ISSUE 2B, Vote For1 |

YES . 135
NO : R {30
CastVotes: ' R4S
OverVotes: | = @
Under Votes: i
WEST END SCHOOLS RE-2 BALLOT ISSUE 3 A, Vots Fq -
YES ) i
NO &g
CastVotes: | 733
COver Votes: , 0
Under Votes: i m
1
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Mo ose County — Official Ballot — November 072006

Page§ of 9 i
Total Number of Voters 4,886 of 0 = 0.00%
| Pany Candidate |
MONTROSE REGIONAL LIBRARY DISTRICT BALL SR
YES . ¢ 185
NO - 14
castv{ - /94
Over V¢ &
Under W 3
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Attachment 3
Amendments to Write-In Candidate
Totals
Kathryn Mikeworth

From: Carol Kruse [ckruse@co.montrose.co.us]
Sant: Wednesday, November 29, 2006 4:24 PM
To: Kathryn Mikeworth

Subject: Write-ins

Kathryn,

Montrose County had 15 write-in votes for Sylvester and no other write-in votes except for a local sheriff'
need those counts please let me know.

Carol Kruse, Montrose County Clerk & Recorder

s race. If you

11/29/2006
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Sessie,
it was a pleasure talking to you earller. We are all learning this new system and | belleve this

is the way It goes:
In the Govermor's race there were 22 write - in votes for Syivester total. 16 of the votes were good

and 7 were rejected. To the best of my knowiedge the only other write- in votas were in the Montrose County
race for Sheriff in which Walraven received 1450 votes.
1 hope this clears up any concernsi

Lura Kuchyt

Montross County
Elections Dapt

RECF“’ED
NOV 2 @ 2008

“Arebel 8 PR AN o Tl o 2 S oo



Kathryn Mikeworth

From: Debbie Rudy [drudy @ Co.montrose.co.us]
Sent: Tuesday, December 12, 2006 3:05 PM
To: Kathryn Mikeworth

Subject: amended official results

Kathryn,

First, our active registered voters for this election--19, 948,

Second, there were two errors on our official results that were sent to you on the 27th of
November. Responses from Lura and Carol nothwithstanding, the write-ins for the Rep to
the 110th U g Congress--District 3 are incorrect, as are the write-ins for the
Governor/Lieutenant Governor race. There are no valid write-ins for either race. The
numbers were picked up from the absentee results and should have been shown as rejected,
which the amended page that was faxed to Barbara reflects.

If you have any questions, please let me know. I probably shouldn't let a little thing
like surgery on my husband keep me away from my duties, but, as I believe T might have
told my boss, I do have a life that does not involve this job.

Debbie, Montrose County

DEC 12 2008

ELECT .
SECRE™ -

e —
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Attachment 4
Amendment to Official Results

 MoxTRoSE Cdn‘ﬁi‘i’ |

CoLeming
CLERK AND REBHRUER S Drrice

RECTIVED

. DEC 1 2 2006
- : L LICENSING
fax i'ticbptff ey !:bf STATE
fo: 2 Ly

o

faxh | So3-re5- vFz,

from: | Debbie, Elections

date: /- JuR —0 L

subject: r%mdmu Ao g rcent resalls

pages: | /Plus cover sheet

NOTES:;

P.B. Boux 1289 - Mantrose, CO 81402 - Phons 970.248.3252 . FAX 970.249.0757

18 3owd

ICIACkTAI» . a . .
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Montrose County —  Official Baiiot — 20<m.=ec_. 07, 2006

Page 1 of 9

al Number of Volers : 4,866 of 0 = 0.00%

Party Candidats m :
Ppresentative to the 110tk U § Congress-District 3, Veois For 4
EP Scott Tipton Lt
IEM Jobn Saluzar 5931
8 Bert |- Sargent 317
Ueweseived Wiits-ins \w o
Rejected Weie-ing & 3
Cast Voles: {350
Over Voles: g
Under Votes: t'F
vemorlisulenant Goveenor, Voie For §
Ep Bob Beauprez / Janet Rowland ol 7
€M™ Bill Ritier Js, / Barbema O'Srien 539
ME Clyde J. Hasking / Tracy Davison 1441
8 Dawn Winkier-Kinateder / Richard Randall A7
NA Paul Noel Florin / Hewther Anne Mckibbin HA
tmescleedt Write-ins L= o
Rejected Wrie-lns 422
Caat Votes: - U
Ower Yotes: lio
=§ <§M -bnmlm
ruliry of State, Vote For |
EM - Ken Gordon #4357
EP Mike Coftman 1%09
CasiVotss:  I704e
Over Votes: .
Under Votes: % L)
= Vreseurer, Vots Fov 4
EP Merk Hilrman YR} 4
En Cary Kennedy . 4359
Cant Votma: . 11307
o..lssl. . o
Unidior Volsa:- bs

TY LRIy § - RET G5 = T

.UsuiPW F and ﬁd.ﬁ.\ke\

FEED

ELECTi .. -

SECRT - ;

PUT NI eany T
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STATE OF COLORADO

Department of State
1700 Broadway

Suite 270

Denver, CO 80290

Gigi Dennis
Secretary of State

Holly Z.. Lowder
Director, Elections Division

Attachment 5
October 4, 2006 Request for Security Plan
HON CAROL L. KRUSE October 4, 2006
MONTROSE COUNTY CLERK
320 SOUTH 15T STREET
MONTROSE CO 81402-1289

RE: Colorado County Security Procedures

Pursuant to the Denver District Court order, all county clerk and recorders will be required to flle updated
security and contingency requirements with the Secretary of State’s office by October 20, 2006.

Attached are the requirements defined and approved by the plaintiff and the Judge that shall be
implemented for the November 2006 General Election.

There are several important changes to be aware of with the new standards:

» Allitems in the security plan must be addressed on a point by point basis. Please be sure to be
very detailed in your explanation of each point. :

* We have created a femplate (http://www.elections.colorado.qov/DDefault aspx?tid=837 for
updating your security plan for submission. Please feel free to use this template to assist you in
reporting your security plans in a detailed manner.

e The new standards require several types of logs to be used for tracking purposes. We have created
sample templates (http.//www.elections.colorado.gov/DDefault aspx?tid=837) that you may use fo
meet these requirements and have posted them on the clerk’s comner. If you should choose to
create your own template, please make sure it includes all the information listed, and include a
sample of your template with your updated security plan.

» All security plans must be submitted to John Gardner (iohn.gardner@sos.state.co.us).

In an effort to assist you with implementing these new requirements, we have reviewed your current
security plan to determine the specific changes necessary. Please address the items listed in the attached
document and resubmit your updated security plan for approval no later than October 20, 2006.

We are available to assist you with any questions or concems you may have regarding this process. Piease
contact John Gardner (303) 894 — 2200 x6318 or Tim Bishop (303) 894 — 2200 x6324, with any questions
you have regarding your security plan.

Thank you for addressing this,

s >

John Gardner

Voting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 370
Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861



State of Coloradoe Security Procedures For Electronic Voting Systems

Security plan status for Montrose County

Section: General Requirements, Clarifications on Statements, and Definitions
Item a: Need to provide further detail
Item b: Need to provide further detai
Item c: Need to provide further detail
Item d: Need to provide further detail
Item e: Need to provide further detail
Item f: Need to provide further detail

Section: 1. Physical Locking Mechanisms and Seals
Item 1.a.i: Need to provide further detail
Item 1.a.ii: Need to provide further detail
Item 1.a.iii: Need to provide further detail
item 1.a.iv: Need to provide further detail
ltem 1.a.v: Need to provide further detaii
Item 1.a.vi: Need to provide further detail
Item 1.b: Need to provide further detail
Item 1.c.i: Need to provide further detail
Item 1.c.ii: Need to provide further detai
Item 1.c.iii: Need to provide further detail
Item 1.d: Need to provide further detail

Section: 2. Individuals with Access to Keys, Door Codes, and Vault Combinations
Paragraph 1: Need to provide further detail
Paragraph 2: Need to provide further detail
item 2.a.i: Not Applicable

item 2.a.ii: Not Applicable

Item 2.a.iii: Not Applicable

item 2.a.iv: Not Applicable

item 2.a.v: Not Applicable

item 2.a.vi: Not Applicable

Item 2.b.i: Need to provide further detail
ltem 2.b.ii: Need to provide further detail
item 2.b.iii: Need to provide further detail
item 2.b.iv: Need to provide further detail
Item 2.b.v: Need to provide further detail
item 2.b.vi: Need to provide further detail

Section: 3. Temperature-controlied Storage
item 3.a: Need to provide further detail
Item 3.b: Need to provide further detail
ftem 3.c: Need to provide further detail
Item 3.d: Need to provide further detail
Item 3.e: Need to provide further detail
ltem 3.f: Need to provide further detail

Section: 4. Security Cameras or Other Surveillance
Item 4.a.i: Not Applicable

lten 4.a.ii: Not Applicable

item 4.a.iii: Not Applicable

Item 4.b.i: Need to provide further detail

Section: 5. Equipment Maintenance Procedures
Paragraph 1: Need to provide further detail
Paragraph 2: Need to provide further detail
Paragraph 3: Need to provide further detail
Paragraph 4: Need to provide further detail



£ "

Paragraph 5: Need to provide further detail
Paragraph 6: Need to provide further detail
Paragraph 7: Need to provide further detaif
Paragraph 8: Need to provide further detail

Section: 6. Transportation of Equipment, Ballot Boxes, and Ballots
Delivery TO

Item 6.a: Need to provide further detail
Item 6.b: Need to provide further detail
Item 6.c: Need to provide further detaif
Delivery FROM

Item 6.a.i: Need to provide further detail
Item 6.a.ii: Need to provide further detail
Item 6.a.iii: Need to provide further detail
Item 6.a.iv: Need to provide further detail
ftem 6.a.v: Need to provide further detail
Item 6.b.i: Need to provide further detail
item 6.b.ii: Need to provide further detail
Item 6.b.iii: Need to provide further detail
Item 6.b.iv: Need to provide further detail

Section: 7. Emergency Contingency Plans for Voting Equipment and Voting Locations
Paragraph 1: Need to provide further detail
Paragraph 2: Need to provide further detail

Section: 8. Internal Controls for the Voting System
tem 8.a: Need to provide further detail

item 8.b: Need to provide further detail

Item 8.c: Need to provide further detail

Item 8.d: Need to provide further detail

item 8.e.i: Need to provide further detail

ltem 8.e.ii: Need to provide further detail

Itemn 8.e.iii: Need to provide further detail

itemn 8.e.iv: Need to provide further detail

Itemn 8.f: Need to provide further detail

Section: 9. Security Training for Election Judges
item 9.a: Not Applicable

item 9.b: Need to provide further detail
item 9.b: Need to provide further detail
ltem 9.c.i: Need to provide further detait
Item 9.c.ii: Need to provide further detail
item 9.¢.iii: Need to provide further detail
ltem 9.c.iv: Need to provide further detai
item 9.c.v: Need to provide further detail
item 9.c.vi: Need to provide further detail
Itern 9.c.vii: Need to provide further detail
ltem 9.c.viii: Need to provide further detail
ftem 9.c.ix: Need to provide further detail

Section: 10. Remedies

Paragraph 1: Need to provide further detail
Paragraph 2: Need to provide further detail
Paragraph 3: Need to provide further detail
Paragraph 4: Need to provide further detail
Paragraph 5: Need to provide further detail

Section: 11. Optional Physical Security Procedures
Paragraph 1: Need to provide further detail



(‘ Attachment 6

Delinquent Security Plan Follow-Up

October 23, 2006
Theresa Holst

From: Theresa Holst

Sent:  Monday, October 23, 2006 2:52 PM
To: John Gardner

Ce: Tim Bishop

Sublject: Delinquent Security Plan Follow Up

Montrose County: 10-23-06
Left Voice mall for Carol Kruse 2:36 P.M.
Left message with Kathryn 10-23-06 2:51 P.M.

10/23/2006



Page 1 of 1
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Theresa Holst

From: John Gardner

Sent:  Monday, October 23, 2006 8:28 AM
To: Montrose County

Ce: Theresa Holst

Subject: Security Plan for 2006 General Election

Our office has not received a submission from Montrose County for a security plan for the 2006 General Election.

The security plans were due to our office on October 20, 2006. Montrose County is currently not compliant with

the requirements for security plans as identified in C.R.S. 1-5-616(5)(a), SOS Rule 43, and the Order by our office
on September 27, 2006 to adhere to additional uniform standards for your veting system security plan.

Please send a copy of the required security plan to John Gardner (iohn.gardner@sos.statenco.us) as soon as

possible.

Additional information can be located on the Clerk’s Corner of our website, Details such as sample logs,
frequently asked questions, and fill-able forms to respond to the security plan are available to help assist you in
meeting this requirement.

If you have any questions regarding the requirements for security plans, or you believe you have already
submitted your security plan, please contact me directly.

Thank you for addressing this.
John Gardner

Voting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 270

Denver, CO 80290
Office: 303.894.2200 ext, 6318

Fax: 303.869.4861 1 Lv(\j .

YSAVALS N
AN

10/23/2006



ue AGE 8L

/2886 17:11 9792499757 e B

ﬁ:: —"'g'i "a‘t“"r': 1-‘ii'l"?‘::w.'-"':-'‘ -’,--a ::I' = I"v\ '” [ o ;;'N_-iia A T AL T BTN -‘?\g

S -

T R : Attachment 7
" Security Plan Submission — Partial

f- MMTRME gﬂ[TNTt October 26, 2006
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PAGE B2

18/26/2006 17:11 9782498757 | y
( g PintForm || Submitby Emal |
STATE OF CCLORADO SECURITY PROCEDURES

A For

‘mmmmmmummsewmymummtﬂwmm using stactronic woling
sysienms, which include tha hardware, softlware, DRE components, oplicel acan units, and any SCOBESONY
Eﬁamsuseéinﬁxsopafaﬁmofmev::ﬁngsym“ '

3. Al all imes, ramovabie cards and cartidges that store firorware,

Mim%mmmmmmmmmpﬂnudmﬁal numbers, and the integrity arni semal
nurnber of sach sesl shall be verified by slection officiale at shipping and recelving locations.

Montrase County will follow the procadires outiined in Title 1 for the handling of paper baliots and will use the same methods for
handling sil vete V-VPAT racords, Judges st all remote voting locations will be tralnad for praperdy handling and changing the V-VPAT
coumtainers on our Hare E-Slates. All seals, both internal ane extemal will be tracked refative to nach E-Slate, The judges will have an
extra container loaced with a paper roll that will be sealed Into s own transfer case. As needed the seai wili be broken and tracked 1o
seal log for the transfer case. The judges will take the

the particular E-Slate that it having paper replaced at that tirne, as weil 3c a
nd remove the used roll, using plain scotch tape to secure the

7" frolf (because of the fragility of the thermast paper, ary iampering should be very evident). The roll will be replaced from » transter case
hose seals tracked on a seal log), with the vsed roR taking the place of the rew ol in

containing extra rolls (it alse will be sealad, and
& transfer case. Fach tima either transfer case is opened, tha breakaway seat will be tracked on the seal kng and will be raplaced with a

@ transfer cases, for the Injtial ransfer. The judges will be provided with an
- v b ir o Funr.Ra s Sk b canie Fror aseky aefi P i ot wrnrd o v rher ¥ 1] 2 =&
P T kb whal B frm Pl 11 + m?mrﬁ?&% 2@ Fu.

O ¥ (o hy o PrY of G pr auAint fops Seals fpr givch deamekar Base
B Al documentstion of ssals, chain of cusiody, and other documants refated io the transier of equipment =
beawmnpw&leashaﬂbemmimdmﬁiebymemukarﬁﬂmmdismmwmmwm g“‘
Secretary of State, o =3
stedy, and other documents refated 1o tracsfsr of equipment, o T

will be raferancad on the origing! as an appendix that will

“|be numberes. Our reason for this to ensure the integrity of the security of the various companents that must be tracked, since we wil
retain the original and can verily whan logs are returned that nathing was tampered with betwesntimes, /%

e
"momamnfmmwmmgdemebemmwwmmmwmm@mmmw

nw
leasing of the device by ths Clerk and 12 . %
>
All of the voting devices and other EquIpMent 10 be used in the November 2006 General Election are owned by Montrose County, Each j
device arvd component of the device will have the chaln of custody seal log maintained and updated throughout all events taldng place ?
starting 10/15/2006 through the (ife of the device and ocur ewmership of it,
A -
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" Onmmmmmﬂ{_ngmmundermﬁma!mman{mmmmwmvm

All of the employees in the Montrose County Clerk & Rerorder's glections office are deputized 1o parform the function of handiing
ballots and Y-YPAT records. Alj of the slections Judges are swam under oath to accomplish thelr duties as well. A flst of specific
- lindividuals with access of ballats s Included in Section 2 of this document, - .

&

a. No additional or modified software deveiopad by the Vendor that I8 not spacificaily isted on the Secretary of
Stata's cartificate or software deveioped by @ 3™ party that is not off the shelf softwars {COTS) shail be instalied
an any component of the vobing systam.

Aecarder at &ll times. Softwane can only be installed with the witness and approval of our Elections Supervisor - Dabisie Rudy.
Additionally we will maintain logs of all the software that Is nstalled, Including the date/time and user conclucting the instaliation, Wae
have verified that only the certified software, Microsoft Oifice?Windows products, and Sonic data sarage system {(For CD back up) sre
the only software that i installed on the $ystem, w

e

f. As used in this docuinent, in “date” means o note the month, calendsr day, year, hour,
iinute, and wheither the time is a.m. or p.m.

Montrose County will document ail date and Hme annatations with MM/DD/YY, hhvmm format, respectively.

AP

1. Physical Locking Bechanisms and Seais

. RREs - all Diract Hecort Elecronic Voting devices shall have iamper-evident seals with peirted, unigpuee sartal
numbers affixed as follows:

i Amlisﬁnbeﬂaeadwanymuvabiammwcamwgsﬂmhimmmummﬁ,wwma
door covaring the carnd, hf —

o 3
. J !gﬂ'ﬂ&
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b, y-jgmg-aav-vpm(unmahalsbomledmwﬂwmafmmwngc&stmﬂmmmﬁ
pﬁuwmmmammm. Seals must be verifiod by st lsast two election officials prior to
ﬂmstarmfmﬁng.aﬂdatmndam@fmﬁng. V-VPAT racords shali 8ither rernain in the V-VPAT canister, or he
3epled and secured In @ suitabis device Enrpmngpﬁwcymasdaseﬂbgdmg{mﬁmﬁuh 11.

All V-VPAT uinits will have the two halbves of the unit sealed upon verification of the no votes being cast on the paper racord, by loading
& new roll of paper into the unit. This seal will be recorded and verified by twa elaction officials on the chal of custody iog for the dre it

Is being instailed with. The V-VRAT will then be sealed inta the boath, with that seai also being recorded and verified, i E ;
G hemote of Cenfrai-count Optical Scarmers - Optical scanners usad in 2 remiots or cantrel tabwiating location
shak have tamper-svident seals as follows:
i Ammwb@piacadmmMormrhidgeinseﬁadimmsunmmwawmmnmﬂg
the card or canridge,

At such time that our E-Scan might be used, 3 breakaway seal will be used 16 soaf the door aver the mamory card, with the seal # baring

T&Co and verifiad by 2 signatures on the chain of custody log. /@
i. A seal is (o b placed aver each empty card o cartridge sfot.

A brealaway seal will be used to seat the doar on the empty memaory card siot until such time as it is usad, This seat will b recorded
el verified by 2 signatures on the chaln of rustady iog. %@

A

. All seais ars (0 be verified by two slsctions offidais.
¢
L. 4 seals will ba verifled by two election whicials, natation rade by signature on the chain of custody forms,

S

d, Memory Carda/Cartyic
asgigned and securely afftxed i i,

'All memory cards will be assigned a permanent serial number. The numbers arg currently novted on the memory cards, bt will be more _
permanently sffixed at a basr time. The audlo cards hava also been assignied serfal rambers, - -

(Mer 7 oo— At Happer nzot
Sy reck 7

The serial numbers of the memory card assigned to each JBC, and the serial number of the audio card assigned to each Disabled access

unit will be kept on the memory casd assignment log along with the serla) number of the JBC and the sertal nuenber of ihe DAE that the
respsctive Cards are assigned to. The log will be maintained in the proper inanner along with signatures and date as required. Even
though the audla cards are only for facititating an audio bailat on the disabled access ORE, for uniformity sake it seems prudent to ai%
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2, Wmmmmm( "o Codes, and Vault Combinations (N

Counties sre Wmmmmmda@mcasm@wmm“mmmmmmmam
mmymmfmmmmofs&hvadm% the mmngwmmmwmmmm,

( Imp whes have received CBI checks are as foliows:

a. o 543,000 ragisterad volars:
§ A rraodmum of B ﬂmﬂhmamhaﬂamﬂnﬁﬁmaﬁmmm\
E
( i
i, A maximum of 4 siployses shall have accass to the counting room or tabrilation workstations.
i who has access i the central election vstem or Carviral tabuistor

shall hava their own Linique usemarme and password. Mo Individual shafl use any iber Individuars
passwprd. Shaved accounts shall be prohibited

Po’ ploor Dot 1 Mg
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information submitted i the Sacretary of Stale shall indicate the spgc:m@fweam type of component, a3 well ag the n
specific environment usad, which may includs, but is not iimited 1o controlled offices, controlisd vaults, and controtied
warghougen, ﬂmmﬁmgfwmammmwbeatlmmﬂoﬁmm

- Maxiruem termpersium shall ai no Hirne

All servars and workstations for sur Harg system our lncated in or adjecent to ouv main ofice. This Roor of our buliding is on 2 central
air/central heat systern, and does nor extued 90 degrees, ﬂ

s

b. DREs - DREs shall be maintained in & tamperature-controlied environmernt. The femnperature settings shall be
maintained at & minkmum of GO dagracs and a mxdmurm of 90 dagrees. _

'Tho DRE's ars maintained in az femperature controlisd anvironmeant that we have availabie, The Florage are Iy located In another part
of owr building that does not contain the central alr/cernitrsi heat sysiem. Hawever, because it is on thw 2nd flonr, it does recaive some
residual heat from the system, and during frequent chacks In the coldest months has never dropped below 60 deyrees. I the summer

The E-Scan is located in the same storaga area as the DRE's and will malntain temperatunes batveewn the minimum and maxinmmm as
eseribed In b,

mairtained in Imparsiura-controlled envirsnment. The temporature sottings shall be maintained =t o Lyl T Y
o 50 degrees and a maxinmum of 89 degrees. V-VPAT rmecords shal also be maintained in & dry arviroremmnt, with
storage at least 4 inciss above the firlahad fioor, for a periodurzﬁmmmsfouowingme siection. The humidity of
the aavironment shall not exceed 80% humidity for a period of more than 24 hours. V-VIPAT records shall be
mwsnamnmmmvmmm:pmumm Hght. except a8 necessary during recourits and audits.

Bacause of the dry climare in Montruse, the humidity in cur hutlding {5 very iow, bur should humidity become an issue for whatever
reasor, mitigation efforts would he made by using a dehumidifier to remaove the humidity In those aress. The tempeature in storage
vault where the election records are kept is cooler fn summer tha the adjacent areas where tha DRE's and E'Scan are stored, and SLays
refatively wamee than those areas, As with all the non central airfheat araak, due diiigence will be maintained to ensure that the
fempRatures ramaln within the minimom and maximum temperaturas requined, Al V.VPAT recovds will b stored in sealed mietal
transfer cases or baitot boxes Lntl the time of protest or recount has passed, and then transferred 1o closed cardboars boxes ot such
tirne that those cases ang boxes would ba required for use n ancther election, To meet the requirements of having the records at feast
4 inches above the foor, the records will b placed on the high shelves in the storage vault. 'We will alss be having some lower shelves
built, with the lowest being no less than 4° from the foor, §

25 movins? 7 N B
Mg missig s & /% 4507
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. 126
¥. County parsonn slection judges fransporing secured voﬁlf: _gulpment rnust maintain chain of custody
ings and saal-tracking logy: ifﬂrmisanyavidmefpoaﬂﬂstamperﬂgwiﬂmmi, or if the seval numbarg do
* not agree, they shall immedistely notify the County Clerk wha shall follow the procadures specific io ina incident as
described in Section 10 of thage Socurity racinemants.

shalf be folfowasd:

NS 2
@ b. i devices are to bo deliversd with memory cards/cartridges intact, the following procedures

(A Tmﬁwﬂmjtﬁg&ssﬁdﬁwﬁfyﬂmﬁais&aﬁamh&dﬂﬂmmmmﬂ& Juciges il slgn the seal-
racking iog with such indication. umwwmwmmmmmama.mnmmnmm
damtagrae.thayshaﬂimmmiate!ynotﬂyms muwmmmallmmammmmmmmsimt
a8 degcribad in Saction 10 of thess sacurity requirements.

Before raturn ing the aquipment o the Clerk's office, two elaction Judges wil verify that the sesl on the mamary card door is intace, and
Sign the seai tracking iog accordingly. if there Is any svidence of tampering, or the seal numbers do not agree, the judges shall
imenedistely notify the Caunty Clark, who will follow the procedures spacific 1o the incident as described in Section 10 oof thase security
requirements. in addition, the judges will seal all DRE's and record the seal numbers on the appropriate ing.

-

H. At least bwr judges shail accompsany the secunsd aduipment to the drop-off location. Seals wil 5%
mﬁhﬂ.mdbgaﬁﬂhs&mﬁmddaubyhmmmﬂmhdngﬂmmipmm if thare s any
avidenca of possibie tampering with a seal, oF if the sena) numbmdonotayreo,ﬂmyshﬂﬂ imowdistely notify
mecountymarkwhushaﬂmuowmopmdumapadﬁcmm incident ae described in Section 10 of thoss

securily requinanmnis,

At least two Judges of different affiliations will Accompany the sacured equipment to the Clerk's Office. Seals will be verifiec and jogs
will ba signect and datexi by the county 2iection official recaiving the equipment. if there is any Indication of tampering with a smal or if
the serial numbers do not match, the County Clerk will be notified immediatety, and will foliow tha procedures specific 1o the nddent
as daseribed in Section 10 of these security requiraments ,

Y4

i, Upon confinmation at the seals are st and bear the cofrect numbers, the mamory card or canddge
Fhadl De tarnoved amng uploaminkzﬂmnantraimuntsyam.

Montrose enunty elaction officiale will confiom that the seals on the JBCS are intact ang bear the corract numisers before removwing the
femaory card to be uploaded ints the central count system.

Mg

b Election officlals shall secure the equipment Dy placing a tamper-evident eeal cver the mgenory card slot
and by updaiing the documentation o reflect the new saal numbers,

After the memory card is removed, a breakaway seal will be applied to the door Lavering the ampty siot and will be documented on the
approprixte logs,

dﬁ‘i 2.8 i@)ﬂ.
7 e 0 L
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g {J‘ Attachment 8
: E-mail Indicating

Theresa Holst : Completion/Submission
Dectober 26, 2006

From: John Gardner

Sent: Friday, Cctober 27, 2006 1:16 PM
To: Therosa Holst

Subject: FW: Montrose County Security Plan
FYI.,.. For Montrose files.

Thanks,

John G.

————— Original Message-—---

From: debronrudyl@gwe.net [mailto:debronrudy@gwe .net]
Sent: Thursday. October 26, 2006 12:16 AM

To: John Gardner

Cc: Ckrusefco.montrose.co.us

Subject: Montrose County Security Plan

John r

As we discussed on Monday, I have been working on this and it is now finished. I tried to
email it bur the email button doezn't seem to be working. It may be because I went off
line to £imish it (too much _
lightning .} If you did not receive it {or if you receive 2 copies) let me know and T can
fax my printed copy to you. You can email me at this email address or at
drudy€co . .montrose.co.us or call me at 970-252--458(Q. '

In addition, I will alsoc send you an email later today with the logs, referencing when
they will be used, dates for when our CBT checks took place and more information about the

seals that we are using.

If you have any questions, please let me know. Sorry I couldn't get this to You sooner,
but T have talked with you and with Tim on a few occasions about the whoele situation.

Debbie
Montrose County Electionsg



T

gx Attachment 9
. Incomplete Notice A1
October 29, 2006

Theresa Holst

From:
Sent:
To:

Ce:
Subject:

John Gardner (away from offica) [john.gardner@ sos.stafe.co.us]
Sunday, October 29, 2006 2:13 PM

ckruse @co.montrose.co.us

Theresa Hotst; John Gardner

Security Plan update Notice At

Attachments:; Security plan update request Montrose- notice al.padf

Mildred, please refer to the attached notice regarding your security plan. There are some iterms that require
attention by your office. If you have any questions, please don't hesitate to give me & call. |t does seem that we
were missing several pages from the faxed version of the document that was submitted 1o aur oifice.

Thank you,
Johrs Giardner

Voting Systems Specialist
Colorads Department of Stale
170C Broadway, Sta 270
Denver, CO 80290

Office: 303.894.2200 ext. 5318
Fax: 303.869.4861

10/30/20006



STAYE OF COLORADO Gigi Dennis
Department of State Secretary of State
1700 Breadway _

Suite 270 Holly Z. Lowder

Denver, CO 30290 Director, Elections Division

ctober 28, 2008

HON CAROL L. KRUSE
MONTROSE COUNTY CLERK.
320 SOUTH 13 STREERT
MONTROSE CO 81402-128%

" RE: Colorado County Security Procedures — Recelpt of Filed Plan

Our office has received your submission of a security pian for the 2006 General Election. Wa have
reviewead your filed plan and found the attached list of items to be incompiete of required data. Please
refer to the highlighted areas on the aftached sheet and resubmit your updated security plan or file an
addendum to your security plan for approval no tater than Wednesday, November 1, by end of
business.

(¥ you believe any itemn s impossible to remedy, please notify me within 24 hours for further discussion.

Security pians must be submitted to John Gardner {iohn.gardner@sos. state.co.us) or to the fax number
provided at the bottom of the fomn.

We are available to assist you with any questions or concemns you may have regarding this process. Please
contact .John Gardner (303) 894 — 2200 x6318 or Tim Bishop (303} 884 - 2200 x6324, with any questions
you have regarding your security plan.

Thank you for addressing these remaining items on vour security plan.

Sincerely,

John Gardner

Voting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 370
Denver, CO 30290

Office: 303.894.2200 ext. 6318
Fax: 303.869,4881



State of Colorado Security Procedures For Electronic Voting Systems

Security plan status for Montrose County

al Requiremenits, Clarifications on Statements, and Definitions

Section: 1. Physical Locking Mechanisms and Seals
item 1.a.i: Need o provide further detail - Please specify the procedures regargding:
s  Sampia of seal log
¢« Signatures that will be required
» Specific part number of seals being used _
item 1.a.il: Need to provide further detait - Please specify:
s  Specify baing sealed when the card slot Is smpty
+  Sample of seailog
s Signatures that will be required
¢ 3pecific part rurnber of seals being used
ftem 1.a.iii: Need to provide further detail - Please specify:
Specific staternent that seals on the 4 sides will be Included
Sampie of seal log
Signatures that will ba required
Specific part number of seals being used
tem 1.a.lv: Meed to provide further detail —- P!easa specify:
» Specific ocation of the seals
¢ Associated log that will be used for tracking this
L

Signatures that will be required
Specific part number of seais being used
ttem 1.a.v. Need lo provide further detail - Please specify:
¢ Specific statemert addressing the JBC unit — including 4 sides
+ Assoclated log that will be used for tracking this
= 3ignafures that wili be required
s  Specific part nuimber of seals being used
ltem 1.a.vi: Need lo provide further detall — Please specify:
= Indication of signatures required

. © pmvrde further detail - Please specify:

e Please provids details as to how the numbers are affixed currentty,

¢ Method that will be used for assigning serial nuimber

* Sample of log heing used

vide details as to why Montrose was unable io achieve this.

E T e :
Paragraph 2; Need to provide further deizil - Please specify:
i is required {o have all iterns within compliance for the 2008 General Election.




ftem 2.b.5: s of people with access
item 2.b.ik: list names of people with access
Ham 2.b.jii: list names of people with access
Hem 2.b.iv: list names of people with access

« Specific policies and procedures being impiemented for compliance
Hem 2.b.v: Need to provide further detail - Please specify:

»  How this requirement will be met. Are urique usernames and passwords Used?
Itern 2.b.vi: Need to provide further detaii — Please specify:

* How this area is secured against unauthorized entrance

e Associated log that will be used for fracking this

¢ Specific procedures that will be implemented for compliance

Section: 3. Temperature-controlied Storage

item 3.d: Need to provide further detail - Please specify:
» Length of time records shall be stored
ftem 3.0: Need to provide further detail - Pleage specify:
Specific equipment storage location
Range of temperatures and humidity levels normaily reached in this location
Height of storage units from the floor
Type of containers used for storage
Length of time records shali be stored
ftem 3.f: Need to provide further detail — Please specify:
Specific equipment storage location
Spedific method being used to ensure temperaturs
Range of teinperatures and humidity leveis normaliy reached in this iocation
Height of storage units from the floor
Type of containers used for storage
Length of time records shall be stored

& ® 2 2 »

* & 9 £ a3

Saction: 4. Security C ras or Other Surveillznce

ltem 4.b.i: provide further detail - Please spocify:
v Type of security camera equipment
» Procedures for logging and reviewing fape

Seclion: 5. Equipment Maintenance Procedures
Paragraph 1: Need to provide further detail - Please specify:

«  When the seal will be placed upon the squipment

*  Associated log that will be usad for tracking this

e Signatures that will be required

¢ Specific part number of seals being used
Paragraph 2: Need to provide further detall — Please specify:

» Statement that no maintenance will be required prior to the 2006 General Election

¢ Seal tracking procadures that will be followed if maintenance is required
Paragraph 3. Need io provide further detail - Please specify:

e Procedure that will be used to remove data

¢ Format and storage of data that has been removed

s Sample of seal log

= Specific part number of seals being used



.

Paragraph 4: Need o provide further detail - Please spacify;
*  Sample of seal fog
»  Spacific part number of seais baing used
Paragraph 5: Need to provide further detail - Pleasa specify:
= When the seal will be placed upon the equipmant
Specific location of the seals
Seal tracking procedures that will be used
Sample of seal log
Signatures that will be required
Specific part number of seals being used
Documentation of shipping information
Faragraph 6: Need to provide further detail —~ Pleass specify:
e Siorage location of associated documentation
+  Verification of CBI checks on vendor personnel — dates and names,
e Statement of escorting vendor reprasentative
Faragraph 7: Need to provide further detall — Please specify:
¢ Statement of conducting a mock election
¢ Storage location of associated documentation
Faragraph 8: Need to provide further detaii - Piease specify:
« State specific agreement to SOS inspections

Section: 8. Transportation of Equipment, Ballot Boxes, and Ballots

Delivery TO
ltem 6.a: Need fo provide further detail ~ Please specify:
How equipment and supplies will be fransported
Signatures that will be required
Associated logs that will be used
Procedures for varification of seals
Procedures if evidence of tampering is found
Reference to Section 10
tem 6.b: Nieed to provide further detail — Please specify:
How equipment and supplies wiil be fransported
Signatures that will be required
Associated logs that wili be used
Procedures for verification of seals
Refsrance to Section 10 '
item 6.c: Need io provide further detail or state ‘Not Appiicable’ - Please specify:
s How equipment and supplies will be franspoited including method chosen (drive with or chase
vehicle} -
Signatures that will be required
Associated logs that will be used
Procedures for verification of seals
Referance to Section 10
¢ Dates and names of CBI checks parformed
Delivery FROM
ftem §.a.i: Need fo provide further detail - Please specify;
* s this Not Appitcabie (overail for 6a), or will the judges be responsible for this at some point?
e Sample of log being used
-]

* & & 2 P B

* 2 > 2 B

4 3 &

Signatures Required
Reference fe Section 10
itern §.a.il: Need fo provide further detail - Pleass specify;
* Procedures that will be used to achieve this requirement
* Description of transfer case being used
+ Sampie of log being used
¢ Part number of seals being used
ltem 6.a.jii: Need 1o provide further detail — Pleass specify:
s Procedures that wili be used to achieve this raquirement

4 .



¢  Part number of seals being used
Htem 6.a.lv: Need fo provide further detail ~ Pleass specify:
e Procedures that will be used o achieve this reguireiment
» Reference to Section 10
ttem €.a.v: Need to provide further detail — Pleass specify:
*  Sample of logs being used
s Refarence to Section 10
e Steps required to re-establish chain of custody and place the unit{s) back in service

Section: 7. Emergency Contingency Plans for Voting Equipment and Voting Locations
Paragraph 1: Need to provids further detail — Plaase specify:

» Specific method that will be used to comiply with this requirement
Paragraph 2: Meed to provide further detail — Piease specifis

e Agreement to comply with this requirement

Section: 8. Intemal Controls for the Voting System
item 8.a: Need to provide further detail - Please speciy:

o 3peciflc date changes will ocour for 2008

¢ Cuodes, passwords, equipment that will be affected
Item 8.b: Meed to provide further detaif - Please specify:

» [Date changes will occur for 2006

» Equipment, davices, ang components that will be affected
ftem 8.c; Need o provide further detall — Please specify:

e Specific people whe can provide/change passwords
itern 8.d: Need to provide further detail - Please specify:

» if equipment is ever connected to a network or the intemnet {need statermnent)
item 8.e: Need to provide further detaii ~ Flease specify:

»  State whether madems are used for any function and 8.e.i-8.e.v will be Not Applicabis
ltern 8.e.i; Need to provide further detail ~ Please specify:

+  Specific reference o unofficial resuits

= Speciiy if sumrmary fape is printed prior to or after modeming results
ftein 8.0.i: Need to provide further detail — Please spacify:

s Gpecific reference to if equipment is ever used for programming, sefup, or individua! ballot casting
item 8.e.iii: Need to provide further detall - Please specify:

¢ [ate changes wili ocour for 2006
itemn 8.s.iv: Need to provide further detail — Please spacify;

e Specific people with knowiedge of phorie number

« Procedures used to ensure phone number is pot visibla
itern 8.f: Need to provide further detall — Please specHy:

¢ Specific names and dates of CBI checks

¢ Sampie of storage facility log

Section: 9. Securit

Training for Election Judges

ftem 9.b: provide specitic training details

ftem §.c.i: Need fo provide further detall — Please spesify;
~ The methad that will be used during training o address this comipanent
* Provide specific method and/or examples o defail

Item 9.¢.ii: Need to provide further detaif — Piease spacify.
» The method that will be used during training fo address this component
» Provide specific method andfor examples {o detail

tem 9.c.ill: Need to provide further detail — Please specify:
« The method that will be used during fraining to address this component

5
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»  Provide specific method and/or examples to detail

tem 9.c.hv: Need to provide further detail - Please specify:
« The method that will be used during training to address this component
=  Provide specific method and/or examples to detail

ftem 9.c.v: Nesd to provide further detail - Please speacify:
*  The method that will be used during training to address this component
¢ Provide specific method and/or examples to detaif

Hem 9.c.vi: Nesd to provide further detaii — Please specify:
s The method that wilt be used during training to address this cormponent
¢ Provide specific method andfor exaimples to detail

item 9.c.vi: Need to provids further detail - Pleass specify:
+  The method that will be used during training to address this compenent
» Provide specific methed and/or examples to detail

ftem G.c.viil: Need to provide further detaill — Please specify:
# The method that will be usad during fraining to address this component
s  Provide specific method and/or examples to detail

iterm 9.c.ix: Need to provide further detaii — Please specify:
o The method that wilt be used during fraining fo address this component
« Provide specific method and/or exarnples to datall

Secton: 10. Remedies
Paragraph 1: Need to provide further detail — Please specify;
e logs to be used
e Call list {in order of priofity}
*  Procedure followed {o verify seals
Paragraph 2: Need to provide further detall - Piease specify;
» Logsfo be used
¢  Calllist in order of priority)
» Procedure followed o verify seals
e Verify what data is being reconciled {ex: VBO to Servo; VBO to JBC total; V-WVPAT to other)
Paragraph 3: Need fo provida further detait ~ Please specify:
» Stale specific agreement to this paragraph
Paragraph 4: Need to provide further detail — Please gpecify.
» State specific agreement to this paragraph
Paragraph 3: Need to provide further detsif — Please speclfy;
= State specific agreement to this paragraph
Paragraph 6; Nesd to provide further detail — Please specify;
= Siate specific agreement to this paragraph

Section: 11. Optiona! Physical Security Procedures
Paragraph 1: Need fo provide further detall — Plegse spacify:
s Any addifional security measured baing implemented to ensure security of election equipment



(‘ Attachment 10
Incompleie Notice B1
November 4, 2006
Theresa Holst

From: John Gardner

Sent: Saturday, November 04, 2006 2:48 AM
Ta: Montrose County

Ce: Theresa Halst

Sublect: Security Pian Update Notice B1 - Monirose

Attachments: Security plan update request Montrose -notice b1 pdf

Carol, please see the attached document regarding vour security plan. We have not heard back from you since
sending you a detailed list of iterns needing attention in your security plan. We anticipate that you are aiready
working on these items and will be responding prior 1o election day. If you believe that our records are incorrect in
this matter, please contact me as soon as possible and we will research the missing fles,

if you are having any problems or issuss that cannot be addressed, please give aither mysalf {303}-894-2200 ext.
5318 or Tim Bishop (303)-894-2200 ext. 6324 a call immediately o discuss.

Thank you for addressing these items,

John Gardner

Yoling Systems Specialist
Caloradn Department of Siate
1700 Broadway, Ste 270
Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861

11/6/2006



STATE OF COLORADO Gigi Dennis
Department of State Secretary of State
1700 Broadway

Suite 270 Holly Z. Lowder

Denver, CC 80290 Director, Elections Division

MNovember 3, 2006

HON CAROL L. KRUSE
MONTROSE COUNTY CLERK
320 SOUTH 1™ STREET
MONTROSE €O 281402-128%

RE: Colorade Gounty Security Procedures

Our office has received your submission of a security plan for the 2006 General Election prior to the
October 20" deadiine. Additionally, we have provided you with Notice A1 prior to October 30" indicating
your plan was incomplete. The insiructions you received were to resubmit your updated security plan io our
office by November 1% or as soon as possible. Our records indicate you have not responded to this

request.

it is imperative to the assurance of elections integrity throughout the state that your security plan is updated
and complete as soon as possible before the start of voling. In the event of an election challenge or &
receunt that affects your county or possibly stalewide, the examination and evaluation of security measures
put in place may be used to determine the integrity of efectronic votes.

Security pians must be submitted to John Gardner (john.gardner@sos, state.co.us) or Io the fax number
provided af the bottem of the form.

As always, we are avallabie to assist you with any questions or concerris you may have regarding this
process. Please contact John Gardner (303) 894 — 2200 x6318 or Tirs Bishop {303) 894 - 2200 x6324, with
any guestions yott have regarding your security pian.

Thank you for addressing this in preparation for Election Day.

John Gardner

Veting Systems Specialist
Colorado Department of State
1700 Broadway, Ste 370
Denver, CO 80230

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861



if (« Attachment 11

,él]y Lowder Inventory Documentation
- waree _ November 4, 2006
rféram: Debbie Rudy [drudy@co.montrose.co.us]
f Sent: Monday, November 08, 2006 10:02 AM
( To. John Gardner
f Cg: Holly Lowder
f Subject: inventory
I
j John,

T'know you are wanting inventory. 1 left a message for Tim last week, I don't know whick day, indicating that
we were going to use the same inventory that we used in the primary, except that I was adding some boocths to
some of the poiling places, Additicnally, I have now had to Swap out some equipment, and [ am sending a fax
with the information today. -

Debbie, Montrose County
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... County Name:

( = Attachment 12
T Reqguest for Documentation/Re sponse
November 16, 2006

, a5
Dates11me of Calt: __/{ / b S ¥

i

Person Spoken To:

1. Can you please send your sample ballot to us? Or at least provide a date as to when the sample
ballot will be sent to us? (These are due before early voting starts}

2. We haven’t received your equipment inventory yet (this is due 10 days prior to the election} ~ is this
something you would be filing on the web with us? If 80, provide assistance..... When do you think

you would be sending this information to us? i h
MM /ﬁ’\i wy@&.y Ezsd::(’/m} A »ﬁ'f?ﬁ{ W@% W fe)\m@
{

3. We haven’t received your election sefup records yet (this is due 7 days prior to the election) ~ do you
know when we might be receiving this information? (Hart counties, just ask if they can mention this

to their account managers)
~ T
M‘L@% Aoy, the,. L bnf

4. Finally, we’re providing any additional help on the security plans. The deadline for the security
plans is THIS FRIDAY (October 20" - you have any questions (can speak to Jobn or Tim), is
there any way tiat we can help? When do you think you’ll be submitting vour security plan?

N el MO Qg ) Otin. Zioh,



Ry

‘ Attachmen't 13 -0 1820820184014 82:00 30-B2-A0K  PaAiauey
Voting System Secarity ~ Incident
Report
STATE OF COLORADQ {zigi Dennis
Department of State Secretary of State
0 Rroad
soree Holly Z. Lowder

Buite 170

Damver, CO 80290 Director, Elections Division

VOTING SYSTEM SECURITY —~ INCIDENT REPORT

Pursuant to section 10 of the Security Procedures for Eisctronic Vating Systems, each county is reauirod to
submift & statermont 1o our oifics addressing the existence or absence of any sacurlly Issues refatud o YOLr
use of veting aquipment, Please use this form 10 mest this requirement for the 2006 General Eleation,
Plexse FAX the SIGNED Form bsck to John G%rdnor {03} 5694887

prior fa 5.( it Movamber 24° L 2008,

3 LI 2vn

ol g Ay

Count

" ity

Name

Please Check the appropriate box:

ED NOT nave any security raiated incidents i reporn with

>< By chacking this box, wa ars representing that our caunty
the use of aur voting squipment for the 2006 General Fection.

By checking this box, we ars representing that our county
DOES nave sacurity ralated incidents 1o report with the use of
our voling equipmant for the 2006 Generai Elaction and we wili ba
attaching incident reports 1o this document.

OM P xf/.; ?/j é

Authorized Signature Ddte 7

(Zﬂawd . k‘ﬁ'wac_

Printed Name

RECEIVED

NOV 2 9 2006

5L ICENSING

ELEG UL
SECAETARY O

R O
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Tim Bishop

From: John Gardner

Sent: Saturday, December 18, 2006 7:42 PM Attachment {4
To Montrose County; ‘drudy @co.montrose.co.us' Igggjgjiz ?glggogl
Ce: Tim Bishop ¢ ,
Subject: Security Pian Update - Notice G4

Attachments: Security plan update request Montrose-notice ct.pdf

Carol, | am following up on your security plan. We still need to get these issues addressed and have not received
a response from your office. Your County is out of compliance for the 2008 General Elaction. Pleass respond 1o
our office as soon as possible. You can contact myself or Tim Bishop at {303} 894-2200 oxt, 8324. 1 you believe
that you are receiving this message dus to an error in our records, please contact me within the next 2 business
days s0 we can correct this error.

Thank you,

John Gardner

VYoling Systems Specialist
Colorado Depariment of State
1700 Broadway, Sie 270
Denver, CO B0290

Office: 303.894.2200 axt. 6318
Fax: 303.869.4861 -

12/18/2006



STATE OF COLORADE.

Depaxtment of State

1700 Broadway
Suite 270
Denver, O B0290

December 18, 2006

HON CAROL L. KRUSE
MONTROSE COUNTY CLERK
320 SQUTH 15T STREET
MONTROSE CO 81402-1289

Y Gigi Dennis
Secretary of State

Holly 7. Lowder
Birector, Elections Division

RE: Colorado County Security Procedures

Car office has recelved your submission of a security plart for the 2006 General Election prior to the

October 20" deadline. Additionally, we

have provided you with Notice A1 prior ic October 30" indicating

your pian was incomplete. The instrustions you recelved were to resubmit your updated security plan fo
our office by November 1% or as soon as pessible. Qur records indicate you have not responded to this
reqjuest and possible additicnat e-mail requests for information.

It is imperative to the assurance of elections integrity throughout the state that your security pian is updated
and complete as soan as possible before the start of voting. in the event of an election challenge or g

recount that affects your county or poss
put in place may be used to determine t

ibly statewide, the examination and evaluation of security measures
he integrity of electronic votes. Your county is currently out of

compliance and a response is requasted as soon as possibie.

Security plans must be submitted to John Gardner {iohn.gardner@sos.state.co.us) or to the fax number

provided at the botlem of the form.

Ag always, we are available 1o assist yo
process. Flease contact John Gardner {

L with any guestions or concerns you may have regarding this
303) 894 — 2200 x6318 or Tim Bishop {303} 854 - 2200 %6324, with

any questions you have regarding your security plian,

Thank you for addressing this in preparation for Election Day.

John Gardner

Voting Systems Specialist
Colorado Depariment of State
1700 Broadway, Sie 370
Denver, CO 80290

Office: 303.894.2200 ext. 6318
Fax: 303.869.4861
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. ¢ Attachment 15
( E-mail Response fo
Incommplete Notice C1

Tim Bishop Pecember 18, 2006

Fromi:  John Gardner {away from office) [john.gardner @ sos.state.co.us}
Sept:  Monday, Decamber 18, 2005 8:37 AM

Ta: Tim Eishop

Subject: FW: Security Plan Update - Notice Ci

Fyi...
John G

From: Caral Kruse [mallto:ckruse@ce.imontrose.co.us]
Sapt: Monday, December 18, 2006 8:30 AM

Yo: John Gardner

Subject: Re: Security Plan Update - Notice C1

We are currently finishing up the elements that were deficient, You will receive it this week. n

Carol Kruse, Montrose County Clerk

----- Original Message ---~

From: John Gardner

To: Montrose County ; drudy @ co.montrose.co.us
Ce: Tim Bishop

Sent: Saturday, December 18, 2006 7:42 PM
Sublect: Sacurity Plan Update - Notice C1

Carol, | am following up on your security plan. We still need 1 get these issues addressed and have not
recelved a response from your office. Your County is out of compliance for the 2006 General Election. Please
respond to our office as scon as possible. You can contact myself or Tim Bishop at {303) 894-2200 ext. 5324,
i you believe that you are receiving this message dus to an eiror in our records, please contact me within the
next 2 business days sc we can correct this error. '

Thank you,

John Gardnar

Yoling Systems Specialist
Colorade Dapartment of $tate
1700 Broadway, Sta 270
Darvver, GO 50290

Office: 303.894.2200 ext. 6318
Fax: 3(3.869.4861

No virus found in this incoming message.
Checked by AVG Free Edition,
Version: 7.1.409 / Virus Database: 268.15.23/591 - Release Date: 12/17/2006

12/1 82006



STATE OF COLORADO Gigi Dennis

Department of State Secretary of State
1700 Broadway
Suite 250 Holly Z. Lowder

Denver, CO 80290 Director, Elections Division

Attachment 16

Letter to Caro} Kruse Requcsting
Information

{Carol Kruse December 27, 3006

Montrose County Clerk & Recorder ’

320 8 1™ Avenue

Montrose, CO 81401-3907

December 27, 2006

Re:  Reguest for Information

Dear Ms. Kruse:

The Secretary of State has received inquiries related to the 2006 General Election in Montrose.
In response to these inguiries the Secretary has requested that documentation be collected for
analysis by this office.

Section 1-1-107(2)(b), C.R.S., anthorizes the Secretary of State “[t]o inspect, with or without the
filing of a complaint by any person, and review the practices and procedures of county clerk and
recorders, election commissioners, their employees, and other election officials in the conduct of
primary, general, and congressional vacancy elections and the registration of electors in this
state.”

The Secretary of State requests that the Montrose County Clerk & Recorder’s Office provide the
following information:

® Electronic copies of ali:
e BOSS Databases used in the election
Ballot Now databases used in the election
Tally Databases used in the election
MBBs used in the election
CVRs for all machines, if used in both Early Voting and on Election Day.
The information should be disclosed by machine serial number and both copies
provided
® Copies of all: : _
® JBC tape from the close of the polls at Early Voting and on Election Day
Ballot Now reports used for canvassing
e Tally reports used for canvassing
¢ Ballot Inventory Logs used at Early Voting and Polling Places for Election Day
. Reports from the Integrity system of “voter credit” issued for Absentee and Early Voting
. Capies of all pollbooks from Election Day
. Any other canvass reports and/or records used to certify the election results to the
Secretary of State

2 % & ®©

Main Number {303) 894-2200 ' TDD (303) 869-4357
Administration {303} 360-6900 Web Sire WWW.S0S.51a1€.CO.US
Fax - Elections (303) 869-4861 _ E-mail - Elections ~ sos.elections@sos.state.co.ug



I would appreciate receiving the requested information no later than the close of business on
January 12, 2007. Based on the information provided to this office, the Secretary of State will
determine whether further investigation may be warranfed.

If you have questions regarding the information requesied or need assistance in gathering the
information please contact either John Gardner or Stephanie Cegielski at 303.894.2200, ext.
6318 or 6327, respectively.

Sincerely,

Holly Z. Lowder
Director of Blections

cC: Robert 1. Hill
Mostrose County Attorney
161 8. Townsend Avenue
Montrose, CO 81401-3955



Attachment 17
Response from Carol Kruse
fanuary 4, 2007

WWMSE COUNTY

CHLORABD
Poerk AnD Becoroer's Orrrce

RECEIVED
IAN ©8 2007

SLECTIONS | LICE: “3”_ January 4, 2007

SESRETARY OF OTAE
Diear Ms. Lowder,

In response to your letter of December 27, 2007, requesting information from the
November 7, 2006 election, please be advised that Montrose County Clerk and
Recorder’s Office does not at this time have the staff, time or budget to provide the
requested information in the time-line set by your office.

Qur election department would be receptive to having a member of your staif come to
Montrose and copy the requested information or audit same, at a time when it is
convenient to do so. We ask that it would be after January 12, deadline and with

48 hours notice, so that we could prepare a place for someone to work and also that we
would be certain that all needed materials are assembled. One note, the databases can be
provided on CD, except that 1o our knowledge there is no way to extract a copy of the
MBRB. We are consulting with HHART about this matter.

I understand the importance of your reQuest and want to assure you that it is critical that
both the Secretary of State office and the County’s Election Task Commiitee receive all
the material we can provide o help the review process.

Again, [ would respectfully request the State to conduct their review in our office where a
more thorough, efficient and timely review could be conducted.

Yours fruly,

_pmtv;[dﬁ, %M«pﬁ_ﬂ.

Carol L. Kruse _
Montrose County Clerk

PO. Box 1289 - Montrose. CO 81402 - Phone 970 .249.3362 - FAK 970.2439.0757
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Attachment 24

Secretary of State Chain of Custody

It it is detected that the seal has been broken or if thers is a discrepancy betwaen the log and the serial number of either a voting device, of 2 memaory card or cariridge,
GONTACT Clerk & Recorder at;
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